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July 23, 2009

Mr, Doug Ringler, Director

Office of Internal Audit Services
Department of Management & Buodget
Romney Building — Seventh Floor

111 S. Capitol, P.O. Box 30026
Lansing, Michigan 48909

Dear Mr., Ringler:

We are enclosing our response to comments made in the Office of the Auditor General’s
Performance Audit of the Accessible Web-Based Activity and Reporting Environment
{AWARE), Department of Energy, Labor and Economic Growth (DELEG) and Michigan
Department of Information Technology (MDIT) for the period January 1, 2000 through
September 30, 2008. MDIT will be responding to Finding 5 as it was addressed only to that
department. Findings 1, 2, 3 and 6 of the report represent findings directed at both departments.
These will be addressed by each department separately.

Questions regarding the summary table or corrective action plans should be directed to my
attention at 636-0287.

Sincerely,
(SIGNED)

Allen Williams, Director
Office of Audit & Financial Compliance
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AUDIT RESPONSE SUMMARY
Accessible Web-Based Activity and Reporting Environment (AWARE)

Pepartment of Energy, Lalor and Economlie Growth (DELEG)
{Fansrary 1, 2000 through September 30, 2608}

{iations complied with:
#3
#4
Citations to be complied with:

#1 — Expected date of compliance is December 31, 2009
#2 — Expected date of compliance is December 31, 2009

- #6 - Please reference DIT response for the expected date of compliance.

#7 - Expected date of compliance is October 31, 2009

#8 - Expected dute of compliance is Cetober 1, 2009

#2 - Hxpected date of (conditional) compiiance is Aprii 36, 2010
#10 — Brpected date of compHance is Octobec 1, 2009

Citations ggency disagrees with:

MNone



Porformance Audif of
Accessible Web-Based Activity and Reporfing Environment (AWARE)
Agency Response

1. Date Security and Privacy Controls

DELEC and MINT did not assess whether the practice and methods of sharing confidential MRS
cirstomer data with third parties Is secure and should be continned. Specifically:
a. DELEG and MDIT did not include writfen data security and privacy reqidrements within
the third party agreements.
b MDIT, iz confunction with DELEG, did nof adeguately secure customer data, before
efectronicaily providing the customer data fo the third parties.
6. DELEG, in conjunction with MDIT, did not verify that the third parties implemented
DELEG s sechrity requiremients.

Agency Responser DELEG agrees with the finding,

MDET has worked closely with DELEG leadership to ensure that services are fechnelogically
sound, secure and cost-effective. MDIT wiil continue to reduce the risk to state computer
systems by implementing effective internal controls to safegnard ali confidential personal
information, As & result, MDIT has not identified any instances of jost or stolen personal
information as o result of a gecusity breach, for DELEG s AWARE svstem,

Regarding part a, MDIT and DELEG will work in conjunction with Depmiment of Management
& Budgpet (DMB) to amend the current condract to include dala security and privacy

. reguirements. DELEG is alzo in the process of amending its anivarsity vendor contuact to
address the reqoirements. In addition, MINT and DELEG will protect personal information by
documenting procedures 1o enforce cument security policies that reguire information only be
disclosed to third parties that have agreements with the state,

Regavding part b, MDIT, in conjunction with DELEG, will implement formad procedures 1
manage this process. To adequately secure customer data, the departiments are utilizing
encryption and secure transmission protocols 1o electronically provitle customer data to thind

pariies.

Regarding pmt ¢, DELEG's thind party vendors curvently provide formal documentation attesting
that ethics training and human subject confidentiality agreements ate in place prior to aliowing
aunthorized individuals access to AWARE data. MDIT will work in conjunction with DELEG o
formatly docwment procedures requiring the monitoring of {hird pariy security controls over
cusismner data,

The expected date of complinnce is December 31, 2009



2. Change Control Process

MBIT and DELEG had rot developed a compreliensive change controf process for AWARE.
Specifically:
& MDIT wind DELEG had not estabiished docrimented change control policies and

procedures,
b MPIT and DELEG did not use « standardized change request form.
¢, MDIT and DELEG did not maintain a complete log of production soirce code and data

changes.
d. MDIT did not establish effective controls to ensive the integrity of production setirce

code versions.
Ageney Response: DELEG agrees with the finding.

MDIT has informed DELEG that it now has 2 comprehensive change mansgement process and
has developed formal procedures to inclade all change manegement processes, DELEG will
comply with the MEAT comprehensive change control process, and will implement a similar
internad system for the AWARE Suppost Unit,

The expected date of compliance is December 31, 2009,

3. Sepregation of Duties

MDIT and DELEG did not segregate the duties of the database adwtinistrater by restricting the
database administrator’s access to the AWARE application and operating system,

Agercy Response: DELEG agrees with the finding and has fully complied.

MDIT informed DELEG that upon notification of this finding; it limoediately reroved the
datahase administralor’s access {o the operating system. Additionally, DELEG has removed
sdministrator privileged sccess 1o the AWARE application,

4. Segurity Officer
DELEG had noi established an information security officer position.
Agency Responge: DELEG aprees and has complied.

1XELEG recently assigned these responsibililies to the individual who also serves as ils Internal
Contrel Officer. The Secusity Officer will work with DELEG and MDIT management to
establish depmiment-wide standards and procedures 1o ensure the integrity and availability of
information systems and data. Monitoring for compliance will be condueted both during
DELEG's blennial evaluation process and on an ongoing basis,



5. Operating System Security Controls
DIT wili respond $o this finding.

6. Dutabase Security Contioly

MDIT and DELEG had not fislly established security corntrols over the AWARE prodhiuction, test,
and reporting databases. Specifically:
4. MDIT did not fully restrict certain users from having privileged access rights to fafthe 3

dafabases.
B, « MDIT did not fully restrict certain users from having privileged access rights 10 { of

the 3 databases.
e, MDIT did not establish unique wser acconnts and passwords for all database users on 1

of the 3 databases.
d. MDIT did not nse database audis logs to monitor database administrator activity on all 3

databazes.
e, MDITdid not inplement strong controls over database passwords on ait 3 databases.
£ MDIT, in conjunction with DELEG, did nof encrypt AWARE darq on all 3 databases.
2. MDIT, in conjunciion with DELEG, did not develop a camplete data dictionary for the
AWARE database.

Agency Response: DELEQG agrees with the finding,

MDIT has informed DELRE that it has initisted action to strengthen dutabase secutity controls
over the AWARE systemn, DELEG will provide assistance and support so that the timeframes
MDTT has identified can be met,

Please refer to the DIT response to this fnding for the expeeted date of full compliance.

T, Access Controls

DELEG had not established effective access caniroly over AWARE.
Agency Response: DELEG agrees and wili comply.

DHELEG will implemment strong passwords, log-in audif Jogs, monitoring and stronger guarterly
seview of user access. In addition, DELEG has corrected user access rights; and DELEG staff
(who ste independent of the AWARIE provess} will perform seminanual reviews of aceess and
relnted rights granted to MRS staff. DELECG has experienced some delays cansed by various
gystem and test server chalienges.

The expected date of fuli compliance is October 31, 2009.



8, Dala Processing Controls

DELEG did not implement data edifs fo ensuve the infegrity of AWARE dater,
Agency Responss: DELEG agrees and will comply.
DELEG will take actions to ensisre that recursing payments cxeeeding 5500 will be prohibited by
data edits. Payments exceeding parameters have aot ocourred sinee Movember 2007 as a system
put in place to imnmediately identify payments exceeding set parameters so that diagposis can
gecur, Iavalid service suthorization dates and service date combinations last occured in June

2008, prior to the code correction, DELEG has expedenced implementation delays caused by
varkous system and test server challenges,

"The expected date of full compliance is October 31, 2005,

%, Dats Maichas

DELECG shoutd maich MRS custommer datn in AWARE 10 other data sources to defermine the
contimed eligibility of custoners,

Agency Response: DELEBO agrees and will attempt to comply,

DELEG wil} consider matching customers to other data sources after assuring confidentiality of
DRLEG customer infosmation and our sbility to sequine agreements associated with data security
and privacy conirols with other data sowrces. Cost/benefit analysis factors and other logistical
considesations will be assessed prior to deciding whether of ot to implement this control,

The expected date of {conditional} compliance is Aprit 30, 2010

BELEG did not fully develop and monitor andit trails for AWARE,
Agency Response: DELEG egrees and will comply.

The aew version of AWARE (5.0} contains significant audit functionality, Working with MDIT
Vantage Enterprise Uroup, we will implement this functionality incrementaliy.

The expected dale of full comphiance i October 31, 2009,





